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MSTC’s e-Procurement Portal Guidelines for Bidders

(The following section is meant only to provide guidance to bidders about the e-procurement portal of
MSTC. These guidelines are subject to change from time to time depending on the development in the
portal. Bidders are advised to keep checking the latest guidelines from the website to keep
themselves updated. They may also contact the offices of MSTC to seek clarification on any point.
MSTC shall not be responsible for any mistake committed by any bidder or for any consequent loss to
the bidder due to misunderstanding anything written hereunder.)

1. System Requirements:

The following requirements need to be fulfilled for optimum use of MSTC e-procurement system.
(1) A computer connected to internet through an ISP.
(2) The computer should have adequate RAM depending on version of Windows.
(3) The computer (Desktop / Laptop) should have Windows 7 or above.

The website is best viewed in Internet Explorer version 9 or above.

2. System Settings:
a. Add our website i.e. www.mstcecommerce.com under compatibility view settings

Tools -> Compatibility View Settings->
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b. The settings under Browsing History (Under Tools = Internet Options = General) for Check for
newer versions of web pages should be kept at “Every time | visit the webpage” as shown
below.

frelcome to MSTC E-Commerce 1 \ } - B =

computer at risk. Click here to change your security settings...

2 [X]

General | Security | Privacy | Content | Connections || Programs | Advanced Pl tetn ALt Rl TRt A b At t a1/ T

Home page - - Temporary Internet Files

To create home page tabs, type each address on its own line. Internet Explorer stores copies of webpage
for Faster viewing later.

E, images, and media
about:blank 5

Check For newer versions of stored pages:

| & Every time I visit the webpage |
L Jee Rt arE ] [ Use default J [ Use blank ] OEvery time I start Internet Explorer ]
() automatically
Browsing history =
O Never
',;/‘j_ . Delete temporary files, history, cookies, saved passwords,
¥ and web Form information., Disk space to use (5-1024MB) T
L (Recommended: S0-250ME})
Delete browsing history on exit
Current location:

ri

[ Delete... ] [ Settings ] C:\Documents and Settings\AdministratoriLocal
- g— Settings\Temporary Internet Files

Search — — — — —
Change search defaults. Settings F
[ Move folder... ] [ View objects ] [ Yiew files ]
Tabs -
— Histor g
| [ | Change how webpages are displayed in Settings SR =
[~ tabs. Specify how many days Internet Explorer should save the list i
of websites you have visited. 7]
A S,
BRESIanES Days to keep pages in history: 20 |$ I
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ] | &l
3|

[ OK ] [ Cancel ]

[ OK ][ Cancel ]

© High End IBM P-Seri
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c. Click on Tools->“Internet options”
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. Latest Drivers for your Digital Signature Certificate should be installed properly in the computer.
f. The computer should have latest Java Runtime Environment version (Windows X-86 Offline file
preferable) installed in it.

For Browser related settings, please refer to the ‘View Video’ available above ‘Vendor Login’
The PC should run as an Administrator to install packages on being prompted on screen like TCS
signer file for signing with DSC, Java encryption applet for data encryption, etc.

> @

3. Java Related settings:

Your system should have a latest version of Windows X 86 offline- 32 bit JAVA (irrespective of
32bit/64bit Computer). If it is available, proceed with the below steps-

a. Go to control panel and search “Java”

(] Jnve Contrel Pans) = e

eral|| Update | Java | security | Advanced |

About
View version information about Java Control Panel,

About..,
Network Settings

Network settings are used when making Internet connections, Dy default, Java will use the network
sSettings In your web browser, Only advanced users should modify these settings,

| Network Settings, .

Temporary Internet Fles

Fllex you use In Jave spplications are stored In a special folder for quick mxecution later, Only
advanced users should delete files or modify these settings,

Settngs., .. | I View, ++

Java in the browser s enabled,
Sea the Security tab

OK. | [ cancel | o

b. Click on tab “java” and then click on “view” to check whether java version is
appropriate (X-86, 32 bit) or not. If x86 is mentioned in it, it is the correct version.
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In some cases, it may so happen that Java is not being allowed to run. In that case, click on the
security tab and select the minimum security level (high, medium or low whichever is available)
and add https://www.mstcecommerce.com in the exception site list and click add button.
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c. Go to advanced tab. Select “show console” available under “java console” and tick “Place
javaicon in the system tray” available under “Miscellaneous” tab.

Lzl Java Control Paqei
1 [VG.n-ri .ll Upd-ri*i ™ l dmvem I Sweur lfy Advanced

Debugging
L] Enable tracing
] Enable logging
] Show applet ifecyde exceptions
Java console
: ( “
| Je console Select “show
() Do not start console
Default Java for browsers console”
| I | | Micropoft Internet Explorer
|77 Mozilla family
Shortocut Creation
|0 Always allow
[0 Alwayes allow 1If hinted
L0 Prompt user
& Prompt user (F hinted
LD Never allow
ANLP Flle MIME Association
[ =D Always allow
e Prompt umer
O Never allow
Application Installation
| Install if hinted
¢ Install if shortout created
oo Install if hinted and shortout
0 Never inmtall
Execution Environment Security Settings

Edit View lools Help
| 2| Java Control Panel
*| |[ General | Update | 3ava | Security | Advanced

#--(@) All certiicates in the chain of trust
L@ ) Do not check (not recommended)
Ched< for signed code certificate revocation using
--(7) Certificate Revocation Lists (CRLs)
) Online Certificate Status Protocol (OCSP)
@ Both CRLs and OCSP
Perform TLS certificate revocation checks on
Server certificate only
@ All certificates in the chain of trust
-+() Do not check (not recommended)
Check for TLS certificate revocation using
) Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP)
‘@ Both CRLs and OCSP
Advanced Security Settings
--[”] Enable the operating system's restricted environment (native sandbox)
[7] Use certificates and keys in browser keystore
Enable blacklist revocation check
. Enable caching password for authentication

[ Use SSL 2.0 compatible ClintHello format Tick the TLS 1.0, TLS 1.1,
|_ : 4— — TLS 1.2 and place java
icon in system tray

Mlscellaneous

Once above steps are completed, log on to the website-
https://www.mstcecommerce.com/eprochome/rbi and login
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After changing the settings the message might appear on your screen “Your current security settings
put your computer at risk. Click here to change your security settings” as shown in subsequent
screenshots. This should not be fixed under any circumstances. Initially it might appear with a blue
question mark as shown below.

de  Ct  View  Favorkes  Tools  Melo

Favintos O Google News  © . = fres armsl e * . Inbox

* Pagn > Solely v Took »

[ Donm L ] s = | LIohw -

In the above case, the blue question mark sign indicates that the website wants to run certain add-on/s.
That should be done by right clicking on the icon and running the add-ons as shown in subsequent
screenshots.

Right Click on the message and run the add-on/s as they appear.

Fle Edt View Favortes
Favinitng 4 ¢
|| &

©) Your current security seitie

o bl b i e b ik Nl e b N e e st e et bing x

News ¢ * 2 Free Hotmal * 2 Inbox

v StERcomime, ., X I & Coal Mine Allocation I R m + Page~ Sofetys Yook« K3+

Securty Settings at fisk » Run Add-on on Al Websites

What's the Risk?
Information Bar Help e e
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A sample add-on is shown below when the add-on wants to run. Click on Run to allow that add-on.
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x
Do you want to ren this ActiveX controt!
Nome: Moromoft® Licerns Manager TLL
Prlioten: Mcrosalt Corpoe sbion
Ths Activei control mars sreviously sdded Lo your computer when you ataled
\ areten oo s, or et Wrdown veas inetaled Yo Muwnnvm
Mhn\m“ wabske reguestng K. What's the i
Another add-on, the signer form, also needs to run similarly to allow DSC’s to sign digitally.
4. Vendor Registration
Visit the website https://www.mstcecommerce.com/eprochome/ and select logo of the buyer-RBI.
/
e\_,. [ @8] 110110 v svr6te e rrarnr 016 0.4 00001 / g bt ol og ] 37 Wy o -

v Favuram G meere e mA e I mertiemsamy e E-PROC DEMO ADMINL .. | B-PROC AOMIN LOGIN g &
8 METC B Comenmice e - X Tuuis = &~

& Apeut Us | Contest Us S

£ Maiwnrn

e

il

e L1 e ware

BN 3 new.

Morme | Tanms of wes | Motce | Privacy Palicy | Yendor Guidel Juws Downlced] Mg

k?)l JUIQW'H-I

On selecting the Buyer’s logo, the Vendor Login page gets displayed
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step by step guidance about the procedure.

¢
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Live lenders

Q lenders
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Click on “Register as Vendor”. A Form will open up. Fill up the Form and click on Submit.
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“click here to check availability of user id” and password policy before creating the same. (It is advised

your user name should have 8 characters with alphanumeric characters and a special character like

II@II.)
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Please refresh the image before clicking on Submit button. After that a preview page will appear and if
you press continue then a message of successful registration will come

Page 14 of 39



This completes the on-line registration process. Your account is auto-activated (unless mentioned

otherwise) and you may proceed to login.
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Type your user id and password and click on Login. The system shall ask for your DSC as below.
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Click on OK and select your DSC in the signer form for authentication. When you are logging into the
system for the first time, system shall verify the name of the person to whom the DSC has been issued
and the name of the contact person provided during registration, for the user id being used for logging
in. If the two names match, system will map the user id with the DSC without any prompt. If the two
names don’t match, system will give an alert stating that the two names are different and will ask you to
confirm that the DSC being used is the correct DSC for the user id and ask for synchronization. If you
proceed with the DSC, system will automatically synchronize the contact person’s name to match with
name of the person holding the DSC and will map the DSC with the user id for future use. For all
subsequent logins, system will check if the correct pair of user id and DSC are being used or not and will
allow login only if the correct pair of DSC and user id are used. Else, system will prevent you from logging
into the system.

NOTE:- For the DSC to appear in the signer form, the token must be plugged in, proper DSC driver
installed and the “ENABLE PROTECTED MODE” disabled as shown in the settings.
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5. Change / Forgot Password:

a. Incase a Bidder who has already registered its DSC forgets its password or wishes to change its
password, it shall click on the link Reset password.
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The system will ask for user id and new password as shown below.
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Fill up the fields and click on reset. The system will ask for DSC and if authenticated correctly, the
password will be reset. Please remember that this facility is available only after first successful login with
the DSC.
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b.

In case a Bidder who forgot its password before registering DSC, it shall select “Reset password

without DSC” link available in www.mstcecommerce.com/eprochome
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Reset Password
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e Select user type as “vendor” \
e Enter your user id, email id and
enter registered PAN

If the details are appropriate, email Enter Registered PAN
is sent on your registered email id.
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case the mail is not available under
U Y,

?Buier' User

Enter User Id :

T Enter Email id :

No, :

Page 18 of 39


http://www.mstcecommerce.com/eprochome

6. DOWNLOADING OF NIT / CORRIGENDUM BY BIDDER:

a. Unregistered Bidders:
Step 1: Click “Download NIT/Corr.”
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Step 2: Click ‘Proceed’ button and fill up the details as Company Name, e-mail ID, Mobile No., Name of
the contact person and click on “Submit”.
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Step 3: After submission of the details, select the event No., select the notice/corrigendum and

download the same.

€ e e T T T~ x o

aumnumm-u
Fe B Vew  Faesiies Tosk Hep

w4 8] Duna Adrun Lagn &) Webcoma e [B) Mrara Black umica DE . ) DEMOADMNLOGH.OS §f] Admin Lagn ) dema_s. commeca

zm
RSO e ) -;w I B
REVYCOMNOE I 11 ISETIEN 118314
.

REL AR e IR IM TALDY (8o

R A A}

R N SN T VS TN £ 30006]

RE Pty DA EStumn 2 1117 VE TN 1 1620

FE Mo [l o F sty 13 o 1HET N1 96

5L P DoRATatzw ILIT-IGET "tlll‘ﬂ;‘

RELRD SO T |8 TR 943581

R Toigvanatogs ran & ooln 3 7106 T4 (3L

AT ST nnu

e R e L bR L e ST

b. Registered Bidders:

Step 1: In “Vendor Login” link, Login with user ID, password & DSC.
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Step 2: Click “Download NIT/Corrigendum?” link.
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Step 3: Select the event and select the NIT/CORRIGENDUM and download & save.
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1. Online Pre-Bid Meet

Log in with your user id, password and DSC. Click on the link PRE BID MEET VENDOR, select the event,
type in your query in the box provided and click on Send.
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7.Transaction Fee Payment:

Log in as “Vendor” with your user id, password and DSC. The vendor shall have the facility of making the
payment either through NEFT or Online Payment.
Step 1: Click on Transaction Fee Payment
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Step 2: Select event no from the drop down box
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NEFT RTGS: On selecting NEFT, the vendor shall generate a challan by filling up a form. The vendor shall
remit the transaction fee amount as per the details printed on the challan without making change in the
same.
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Take the printout of the challan and make the payment.
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There shall be auto authorization of payment. Bidder shall be receiving a system generated mail.

NOTE- For payment using challan it may be noted that the remittance for a particular tender should only
be made to the system generated account no mentioned in the corresponding challan.

Online Payment: On selecting Online Payment, the vendor shall have the provision of making payment

using its Credit/ Debit Card/ Net Banking. On proceeding for payment, a transaction number is
generated. Click on “Ok” to proceed to the payment gateway page as shown below.
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On the payment gateway page the bidder has the option to make payment through Net Banking, Credit
Card or Debit Card by selecting the desired option.

Once the payment gets credited in MSTC’s designated bank account, the transaction fee shall be
authorized automatically and the vendor shall be receiving a system generated mail.

8. Bidding in e-tender:

Log into the website with your user id, password and DSC.
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Click on Live Events to view and participate in running events.
Click on Forthcoming to view upcoming events.
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For bidding in any e-tender, click on the event number from the list of live events, select the DSC to
confirm your acceptance of the terms and conditions mentioned in the NIT and Corrigendum.
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Wait for the JAVA application to be downloaded on your computer and Run the application by clicking
on the Run button. If there is any problem in the Running of JAVA application, check for the JRE version
installed in the computer and upgrade the same if necessary. (Windows X-86 preferred irrespective of
64 bit or 32 bit PC)
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In some cases the website might prompt for an “Add On” to run, which should be allowed.

To bid in an e-tender, click on the “Techno- Commercial” and “price” links under Cover 1 and Cover 2
respectively and save them for entering your Bid against the desired lot.
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Some tenders may have “Common/Commercial Specification or Terms”. In those tenders both the
aforesaid links will be activated only after saving the “Common/Commercial Specifications or Terms”
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After opening the Tech Cover, fill up the form and click on Save button provided at the bottom of the
page. This will save your bid which you can edit later on. Click on “Allow” if the prompt asks to allow
access from the website. /
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Once a bid has been saved, the Bid Status would change to “Technical Bid Saved” after saving Cover 1
and “Price Saved” after Saving Cover 2. To edit your technical/price bid, click on the links “Techno-

I”

Commercial” and “Price” respectively.
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To quote the price bid, click on the link “Price” under cover 2. As you fill the required fields, the system
displays the site cost per unit and total site cost as alerts. The price bid can be saved and edited
subsequently through the same link.

9. Upload Documents

Please select the ‘Attach Docs’ link to upload documents. Multiple documents can be uploaded.
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Once a bidder selects ‘I have no documents to attach’ and click on ‘submit’ the “Attach Docs” link gets
disabled for that event. This option may be exercised in case the bidder does not wish to attach any
supporting documents.

In case a bidder selects ‘I have no documents to attach’ by mistake, it may use the ‘Delete no Doc’ link
to enable the ‘Attach Doc’ button and upload the documents
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10. Final Submission

Once the technical and price bids have been filled and documents have been uploaded and you feel that
you won'’t edit them any further, you are required to submit the bid by clicking on Final submission
button which shall be highlighted. Once the said button is clicked and the data is digitally signed with

bidder’s Digital Signature, the bid stands submitted and no further editing of the bid is possible
thereafter.
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A message shall be displayed as “Final Bid Successfully Submitted”

Bidders will receive an acknowledgement mail in their registered email id against each tender after final

submission against each lot

Bidders are required to take special note of the following points.

(a) A bid can be edited any number of times and documents can be uploaded before the final
submission of bid (i.e before clicking on Sign & Encrypt). Once the bid has been submitted by
clicking on Final Submission with its DSC, no further editing of bid or uploading of documents is

(b)

(c)

possible.

A bid can be submitted up to the scheduled closing time of the event. After the closing time of
event has passed, no bid will be accepted by the system. Hence, bidders are advised to make

final submission of their bids well in advance.

A bid can be withdrawn or deleted with its DSC prior to the closing time of the event. However
in case of withdrawal of bid, no fresh bid can be submitted. On the other hand if a bidder wishes
to edit its bid after final submission he may do so by clicking the “Delete Bid” button with its DSC

and re-submit his bid
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9. Steps for requesting empanelment:

After completion of online registration, below steps are to be followed to request empanelment for
limited tenders in RBI’s e-Procurement Portal

1. Log on to the website https://www.mstcecommerce.com/eprochome/rbi

Login with your user name and password.

3. Syncyour DSCif you are doing login for the first time. On successful login, click on the link
“Request for empanelment” available under “My Menu”

4. Select the “Regional office” from the drop down menu and then select the corresponding
department in which you want to request empanelment. For e.g. select “Central office” and
then its corresponding department i.e. Premises, estate etc.

5. After selecting the office and department, fields “trade” and Tender Value will be displayed.

6. Select the corresponding trade and tender value and press “submit” button. Upon submission,
your request shall be sent to RBI office for necessary action.

7. You can view your empanelment request under link “My empanelment”. Once your request is
approved/disapproved by RBI, you will get an email from MSTC Admin mentioning the same.

~

Screenshots of the above steps are attached for your reference.

Step 1: Click on the link “Request for empanelment”
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Step 2: Select Regional office
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Step 4: Select “Trade and Tender value”-
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Step 5: Press “Submit” button-
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Status of the request can be checked under “My Empanelment”
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